||||||||||

User Manual

FHD PoE IP Camera

FOSCAM

-

Model: FI9961EP

V1.0.3



Table of Contents

SECUNLY WAIMING . ....oeiitiitictietet ettt ettt ettt et ettt ae e st eteeteeteebe b e ssessessessese et s eseesessessessesseseesseseetesesensessennesis 1
T OVEBIVIEW. ...ttt ettt ettt ettt ettt et e ete e b e s e s e st e st eseeseebeebese s e st essesseseessebe b e es e s essenseseeteeteeteebe b ensessenseneereans 2
T KEY FRAMUIES.......oeie ettt ettt ettt et se e teete et e e be b e s essesseseeseeteeresbe s essessessesens 2
1.2 POE (POWET OVEI ETNEINEL).....ocuiiiiieeee ettt ettt ettt et et b et sseteene v 3
1.3 REAA DEFOIE USE.......ooeiiieie ettt ettt ettt se st e teeae et e s e b essessensesseteerenes 3
1.4 PACKING CONTENES ..ottt ettt ettt ettt e et e b e s e s e st eseeseeteeaeebassensensesseseerens 3
1.5 PhySICal DESCHPLON.......c.iitiitiiieieeee ettt ettt ettt ettt e b et st ssereeteebessasessessesseseessereasans 4
1.6 SD Card ManAQEMENL..........cc.ocviieiieiieiecieeteet ettt ettt ettt ettt ettt et st e e b et e s e st esseseeteeteebe s e b essesseseereereerenas 5
1.7 Wall INSTAIIALION. ......cviiieieceee ettt ettt ettt et et eteeteete b e b e s essesseseeseebessessesensensaseas 5
2 ACCESS the IP CAmMEIa.......ccoiiieieeeee ettt ettt ettt et steteeteete s b et et e st esseseesseaeetesaessessessenis 7
2.1 Hardware Connection & Software INStallation................c.ccooiiiiiiiicceeeee e 7
2.2 Access the Camera INLAN. ... ...ttt ettt ettt et et b bt se s teeteeba b e s e s enseneenas 7
2.3 Access the Camera in WAN . .........ooo ettt ettt ettt b b ss st teereeteeteebe s essensns 9
2.4 USING thE VLC PIAYET ..ottt ettt ettt ettt ettt e b sbesseseeteeteetesbesse st essessessereenas 12
2.5 IP Camera ConnecCtion t0 the SEIVET ..........c.ocoi ittt ettt 14
3 SUIVEIIIANCE SOFIWAIE GUILL ..ottt ettt et sttt b et seeseere et e ebe s e s essessenseseesas 15
3.1 LOGIN WINAOW......oiiitiiiiieeeeeeete ettt ettt ettt et ettt e te et e et e b e b e st essessessebeeba b e b essessessesseteeseesessessessesnesis 15
3.2 SUIVEIlIANCE WINAOW........oouiiiiiiiiiiieeee ettt ettt ettt ettt s b s sess s eseeseereebe s e sensessenens 18
4 Advanced Camera SEHINGS. .......ccvoiiiiieieiee ettt ettt ettt et ettt etseteebe b e s b et e st eseeseereebe st e b et ensereenis 22
A1 SEIUP WIZAIA........ooceeeeeeeeeeeeee ettt et et eete et e teese et e ete et e eteeaeeeteeaeeteensenseereens 22
4.2 DEVICE STAUS......coiitiiiiieeeeeee ettt ettt et ettt e b b e seeseeteeteebe et e s e s e st eseeseeteeteebesse s enseneereereas 22
4.3 BASIC SEIINGS.....cviieeieiieiieteeteee ettt ettt et et et b et et aeeteete et e et et et et ertereeteereebe et et et easereereereerers 24
B4 INEIWOTK ...ttt ettt ettt ettt et e teete et e e b e s easesseseeteeseeteebeebesbessesteseeseeteeaeebesbe st ensensenneteereeaeas 31
BB VIABO.....oeieitietieeeeee ettt ettt ettt ettt at ettt et e ebe b et et st e tteteeteebe et et e b e st e st erseteeteetesae b e s essereereereerears 45
4.6 MOTION DEIECHION.......oiiitieieee ettt ettt ettt et ettt eseebeebe et e ss e st et essesseneetseresrenns 49
4.7 RECOIU......o ittt ettt ettt ettt et et et e b e st eaeeteeteeaeebe s essessessesseseessebeesessessessesseseessebeetesessensesseneans 52
B8 FIFEWAIL.......ooeiieiieeeeietecteete ettt ettt ettt et b et ae st eteete et e b e b e st e st e st eteeteete et e et e b estenteteeaeeteebesse b ensenteneas 55
4.9 SYSTEM....oiiiiiitceeeee ettt ettt ettt ettt teete et e b e b et et e st eteeteeteete e b et e b e st ereerseteeaeebeese s e seneensereas 55
B PIAYDACK. ......ceititeeeeeee ettt h ettt teeteete b e b et e st st ereeteete et e b et e st eaterteteeteeaeeae et et ensereens 59
B APPENAIX ...ttt ettt ettt e ettt e ete et e eteeteeeteete et e ete et e eteeteeeteeteeteeteerteeteeteeeteeteereereereens 61
6.1 Frequently ASKed QUESTIONS.........c.oou ittt ettt ese e s eeseneas 61
6.2 DEfaUIt PAramEters.........c.ooviivieieieeeeee ettt ettt ettt se et ete et e et e b e b e s esseseeteete et e 67
6.3 SPECITICALION. ... .o ettt ettt te ettt e ete et et e eteeeteeteeteere et e ereeaeens 67
B.4 CE & FCC ... ettt ettt ettt ettt et et et et e st et e st et e st etessetenseseas et ens et essetessetensetenserenea 68
B.5 WARRANTY L.ttt ettt ettt ettt ettt ettt e et te et eae et eae et eas et ete et eteesess et ess et eas et ess et essesessesessesesseteseerens 69
5.6 STALEMENL. ...ttt ettt ettt eteebe b et e st eatereeaeeteeteeaenns 71

7 ODbtaining TEChNICAl SUPPOI.......c.ocuiiiiiieieee ettt ettt ettt st et b et seerseseebeeaesbe s essesseneeseens 73



Security Warning

® Please change the password of your camera regularly, using a combination of numbers, letters and
special characters.

® \We recommend that you regularly update your camera to the latest available software and firmware
versions to help ensure the best experience for your camera.



1 Overview

Foscam Outdoor HD IP Camera is an integrated IP Camera with a color CMOS sensor enabling viewing in
High Definition resolution.It combines a high quality digital video camera, with a powerful web server, to bring
clear video to your desktop from anywhere on your local network or over the Internet.

The IP Camera supports the industry-standard H.264 compression technology, drastically reducing file sizes
and conserving valuable network bandwidth.

The IP Camera is based on the TCP / IP standard. There is a WEB server inside which could support Internet
Explorer. Therefore the management and maintenance of your device is simplified by using the network to
achieve the remote configuration and start-up.

The camera is designed for outdoor surveillance applications such as courtyards, supermarket, and school.

Controlling the IP camera and managing images are simplified by using the provided web interface across the
network utilizing connectivity.

1.1 Key Features

2

Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

2.0 Mega-Pixel

Supports IE / Firefox / Google / Safari browser or any other standard browsers

Supports WEP, WPA and WPA2 Encryption

PoE compliant with PoE standards IEEE 802.3af

IR LEDs for IR range up to 10m (33ft)

Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS (dynamic domain name service) Service

Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

Supporting Third Party Domain name

Supports multiple network protocols: HTTP /HTTPS / RTSP/TCP /IP /UDP /FTP / DHCP / DDNS /
UPNnP / ONVIF

Providing Video Management Software to manage or monitor multi-cameras

Supports magic zoom

Supports Wide Dynamic Range

L 2R 2K 2K 2K 2K 2% 2R 2R 2% 2R 2K 2% 2% 4
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1.2 PoE (Power over Ethernet)

The Network Camera is PoE-compliant, allowing transmission of power and data via a single Ethernet cable.
Such as the following picture: connect the Network Camera to a PoE-enabled router / switch via Ethernet

cable.

';'---55--_ — power + data transmission

—_—n

£ _'.a"_;'._,i‘;f,_ojzf__g;j/' PoE Switch

——

1.3 Read before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the Network Camera is installed, please carefully read and follow the instructions in the Quick Setup
Guide to avoid damage due to faulty assembly and installation. This also ensures the product is used properly

as intended.

1.4 Packing Contents

IP Camera

Power Adapter

CD

Expansion Screws Package

Hexagon Screwdriver

Quick Setup Guide

Warranty Card




1.5 Physical Description

__J:_“:_:.:-Audio In/Out 2

Power 3

\0 Reset Button 4

1 LAN
10/100M adaptive Ethernet interface. Through this interface, IP camera can be connected with various network
devices, such as hub, router, etc.

2 Audio Input / Output

® Audio input interface
The jack is used to plug external input device such as sound pick up device directly. Here microphone cannot
directly insert to the interface, it must connect to adapter first.

® Audio output interface
The jack is used to plug external output device such as loud speaker directly. Here microphone cannot directly
insert to the interface, it must connect to adapter first.

3 Power Interface
Connect the external power adapter, request for 12V / 1A power.

4 Reset Button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the
factory default administrator password. The default administrator user is admin with no password.

NOTE: There are up to two labels located at the bottom of the camera, this is an important feature of original
Foscam cameras. If your camera does not have labels, it may be a clone. Cloned Foscam cameras can not
use original firmware and are not eligible for warranty or technical services.



1.6 SD Card Management

The record files of the IPC can be stored in the SD Card.

You need open the IP Camera, then plug the SD card into SD card slot inside the IP Camera.

When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.

Insert Micro SD Card in the location shown below.

NOTE: When you re-install the camera, please ensure the tightness with the camera.

1.7 Wall Installation

Please refer to the Quick Setup Guide.

NOTE: Ensure that the rain or water will not reach the connector ports at the end of the pig tail wiring. These

connectors are not weather-resistant.

The cable of an outdoor camera should, from the position where the cable is divided into several cables, be
fitted dry. Install the cable into a waterproof junction box (1) or bring the cable indoors (2).






2 Access the IP Camera

2.1 Hardware Connection & Software Installation

a. Connect the camera to the LAN network (Router or Switch) via network cable.

b. If the Router or Switch supports PoE function, power adapter is unnecessary. If not, please connect the
power adapter to the camera.

c. Insert the CD into the CD drive of your computer.

d. Go to the folder "Equipment Search Tool" and find the folder "For Windows OS" or "For Mac OS". Copy
and paste the search tool file to your computer, or drag it onto your Desktop.

_Sh
NOTES:

® |f your computer (Windows OS) supports autorun function, you can find the corresponding file in the
opened control panel.

® |f your computer doesn't have CD drive, you can download the Equipment Search Tool from our website
for free.

2.2 Access the Camera In LAN

The camera supports HTTP and HTTPS protocols, you can access the camera in two ways.
(1) Http:// LAN IP + Http Port No.

The default HTTP port NO. is 88. Double click the Search Tool icon to run, and it should find the camera's IP
address automatically after you plug in the network cable.



rq‘ Equipment Search Tool M

Camera Hame IP Addre=ss Dewice ID Type
FISDG1EP Http: //192.168. 1. 103:88 AOEDEFEOFFAB IPC

Double click the IP address of the camera; the camera login page should be open in your default browser.
(2) Https:// LAN IP + Https Port no.
The default HTTPS port NO. is 443. You can use the URL to access the camera: https:// LAN IP + HTTPS port

NO.
Go to Settings > Network > Port panel, you can see and change the HTTP and HTTPS port NO.

HTTP Port 88
HTTPS Port 443

NOTE: When logging in for the first time, you will need to download and install the add-on.

Thix vesbisite wants te sl the faloerg add-an: TPOWebComponestss’ fram SheThen Fascen Tnteligent Technalogy
=
Wlul"s dhe sk




2.3 Access the Camera in WAN

2.3.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you
have finished connecting the camera using the LAN IP address and port forwarding, you can access the
camera directly from the Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The web
page at this address will show you the current WAN IP.

/ What |s My P Address - Shows Your [P Address - Windows Internet Frplorer

W \whastismisap, com w 4yl | (0w Bl
Fie £ R Tods  Heb x -
¢ Favories | s 8 * @ Freevomal @
W what 1s My 1P Address - Shows Your IP Sddress N B - Pagew Safetyx Took e i@ T
i [ rorw [ irecorir | rioomur oo [ §[8] -
WIMI -
. VAT Foe - What Is My TP Address - WhatIsMyIP.com
Your IP Address Is:
183.37.28.254
Whats My IP
Address?

Chur visitors need bo koo U NBE;\“‘-\L{ L E-_ e ="
:‘ I.Plaéir.ei-; fiar "m DEDIC.‘G]ED 3
- SERVERS

DELL R200 Inted
CoretDuo E2230 2.4Ghx

1GA DOR RAN
160GE SATA HDD

Access your IP Camera from the Internet

You can access the IP Camera from the Internet (remote access). Enter the WAN IP address and port number
in your standard browser. For example, you would enter http:// 183.37.28.254:88

2.3.2 Remote Access

If you want to access your camera by web browser outside of your LAN, you need to configure following
configurations.

1. Choose Settings on the top of the camera web page, then go to the Network > IP Configuration section
on the left side of the screen, then uncheck the Obtain IP DHCP.



~IP Configuration

Otdaan IP From DHCP
" Addes IP Address: Set this in the same subnet
ubnet Mazk as your computer , or keep it as default.
Galeway Subnet Mask: Keep it as default.
Frimary DNS Server Gateway and DNS Server: Set it to the
secondary DS server | |P address of your router.

2. Enable UPnP and DDNS in the camera's settings page. We recommend you to use the DDNS by factory
default.

UPnP
Enabks UFnF WeE =
Select Yes and click Save.
DDMNS-
Enable OONS [
P e Click Enable DDNS and click Save.
vamtacrers oo 1 NE content in the Manufacture's DDNS nl
column is the domain name of your camera.
Third Party DONS
DONE Server Mane
Domain

3. You can see the port of your camera here. If you want to set Remote Access for several cameras on the
same network, you will need to change the HTTPS port for each camera.

Setup Wizard 3

] Port _
HTTP Por aa
HTTPS Porl 443
ONIF Port o1

4. If the UPnP of the router has been enable, you do not need to perform following steps. Otherwise, you
need to select one of the following methods to configure port forwarding on your router. For these steps, we will
be using the TP-LINK brand router as an example.

® If there is a UPnP function in your router:

10



Choose Forwarding > UPnP, make sure that the Current UPnP Status is Enabled.

Guick Setup

- i Current UPRP Status: -.: able |
om0 rren Enabled
Forwarding
-Virual Sermrs Current UPnP Settings List
. Por Trigge
‘art Triggering I App Description External Port Protoce Internal Port IF hadrass statug
1"
Secunty &J

® If there is no UPnP function in your router:
You need to manually add port (HTTPS port) forwarding, refer to the following steps. You need go to the
Forwarding > Virtual Servers panel for setup.

Quick Setup Virtual Servers
WPRs
e
I Service Port Intermal Port IP Mdress Prolorol  Slatug Modity
LHCF
FOnwarding
| Acdmew.. | | EnabieAN | | Disableal | | Deetesnl |
- Part rn-gg.*nng
DHZ Click Add New. — .
UFaP

Cuick Selup Add or Modify a Virtual Server Entry

wp
Mty

‘ Serce Port: S
Wireless
!'-'Hr P ntornol Port:  [443 Joox. Oy vaiic for single Senvice Port or leave it blank)
Forwarding W agarese: 1921481100 |

Profocol: ALL
= ’ Input the port and IP address of
Y Status: Enabled .
o Toering your camera and click Save.

- DAL
-UPnP Common Service Port: Select One -
."'H‘l‘l.lrl:','
*arental Co ol
Parental Conl Ir | | — ]




Slatus

(pubck Setup

055

Hutwark
I Serice Port Intérnal Pon P fldress Frotocol Slatus Modity

Wiraslass

DHCP

1 3 ] 192 168.1.100 ALL Enahled Wadity Dalets

Here you have finished the
[ Addnew. | | Ensbleal | | Dmsbleas | [ DelewmAl Port Forwarding setup.

5. Now you can access your IP camera by https://domain name: HTTPS port via the Internet.

2.4 Using the VLC Player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@I|P:port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.

IP: WAN or LAN |P address.

port number: If there is the RSTP port number on the Port page, you must only use RTSP port number.
otherwise, you must only use http port number.

Videostream: Here support two modes: videoMain and videoSub. When the network speed is bad, here you
had better select videoSub.

For example:

IP: 192.168.1.11
Port number: 88
User name: admin
Password: 123

Here | can enter one of the following URLs in the VLC.
. rtsp://fadmin:123@192.168.1.11:88/videoMain

. rtsp:// @192.168.1.11:88/videoMain
rtsp://:123@192.168.1.11:88/videoMain
rtsp://admin@192.168.1.11:88/videoMain

—_—

oD

Open the VLC, and go to Media (Open Network Stream option, then enter the URL into VLC.

12



Video

Tools Help

View

[#] OpenFie... Ctrl+0

E] Advanced Cpen File... Ctrl+Shift+0
Cpen Folder. .. Ctrl4F
Open Disc... Ctrl4+D

— (pen ﬂethrk Stream... Cirl+H4 l

Open Capttife Device. .. Ctrl4C

COpen Location from dipboard Cirl+v
Recent Media ¢

Save Playlist to Eile... Ctrl+y
Convert [ Save, .. Cirl+R.
(te) Streaming... Ctrl+5
¥ Ouit Ctrl+Q

£

£ Open Nedia @

[ File lrE:'Qisc ' %Hetwork Capture Dewice

Hetworlk Protocoel

Fleazse enter a network URL:

:rtspi_.'r_fadmini 173@197 183. 1. 11 :88/videaMain | V

I:‘ Show more options

R

Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time

13



preview.

= RTSP authentication

Please enter a walid login mame and a password.

User name |[admin

Password (OO E

| Ok | | Cancel |

NOTE: If you modify the camera's username or password, you had better reboot the camera, or else the new
username and password cannot take effect when you enter the authentication in the VLC.

2.5 IP Camera Connection to the Server

Device supports ONVIF 2.2.1 protocol,You can easily access the NVR with ONVIF or server with ONVIF.

14



3 Surveillance Software GUI

Please refer to the 2.1 Hardware Connection & Software Installation if you install the camera for the first time.
You can start to learn about software operation after finish quick installation.

3.1 Login Window

Usermame  admin

Passward
[ Siream Main stream i | 2
[ Language  English b ] 3

Section1 Enter the Username and password
The default administrator username is admin with no password, please change the password at first using and
prevent unauthorized users login the camera.

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form
LAN, here you can select Main stream. If you want to access the camera from Internet, here we recommend
sub stream.

NOTE: When the network bandwidth is bad you'd better select Sub Stream and the video will be more fluent.

Section3 Select the language
You can select the language you need by clicking on the language dropdown list.

Section4 login the camera
Click Login button.

NOTE: When setting up your camera for the first time, it will request that you modify the default username /

password if both are still set to default. Input the new username and password, click Modify to complete the
modification. You will now use the new username and password to login the camera in the future.

15



Lisarname

MNaw usemama |

New password

Security Leval

Confirm the pascword

After logging in for the first time, you will go to Setup Wizard automatically. Here you can set the basic
parameters of camera, such as camera name, camera time, IP configuration.

Setup Wizard
Setup Wizard - Start

Follow the guide to set your camera, click "Next” to start.

Please click the menu on the left for more settings.

Country: Select the country.
Setup Wizard
Step 1 of 4 - country
America W

country
Please select the country where you live to ensure a better video experience for you.

Device Name: You could give name for your camera.

Setup Wizard
Step 2 of 4 - Camera Name
FI9961EF
Camera Mame The maximum Device Name length Is 20, suppant English, members, letiers and symbals
Frevdous | . Muxl |

System Time: Select the time zone you need to set the date, time,format, etc.

16



Setup Wizard
Step 3 of 4 - Camera Time .

[=]

o

Time Zone (GMT) Greenwich mean time: Lendan, Liskon

Syne with NTP sanver

NTF Server Paiti 3

Date Format ¥YYY-MM.DD ] 1
Time Format 24-hour E]

usa D5T (¥

Fram Apeil [=] [fema [zl 5unday  [=][2 [=]: 00

To Cciobar 'El Ihahsmn»aE} Sunday '?| ¥ E]: oo

Ahead Of Time 0 [=] Minute

Provious | [ Next =

IP: Set IP address of the camera. You could choose to obtain an IP automatically or set the IP address
according to your needs.

Setup Wizard
Step 4 of 4 - IP Configuration
Obtain IP From DHCP

Click Finish to finish setting.

17



3.2 Surveillance Window

Section 1 Live Video / Settings Buttons / Playback

a
@ Liveidea ) . . . ; ;
e : Path to surveillance window. Click this button and back to the surveillance window

{:}/ﬂl Settings

: Path to Administrator Control Panel. Click it, and it will lead to Administrator Control Panel and

do advanced settings.

Iﬁ Playback . L
: Path to playback window, click it to search / playback the records.

Section 2 Multi-Device Window

ol o oH

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You
can add other cameras in multi-camera panel.

Section 3 Mode / Stream / WDR / NAA / Mirror / Flip Buttons / Zoom in / out

Mode
1) 50Hz --------- Indoor surveillance (Region: Europe, China)
2) 60Hz --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor Mode------ Outdoor surveillance

Stream
The default stream supports multiple modes, For example: HD Mode / 1080P / 25fps / 4M meanings: Stream

18



type / Resolution / Maximum frame rate / Bit rate. (Different models support different specific mode. )

1) Stream type no. Identify the stream type.

2) Resolution

The bigger the resolution, the better of the image quality is. If you are accessing the camera via internet and
want to get more fluent video streaming, please select resolution VGA.

3) Maximum frame rate

The maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when
the frame rate above 15, you can achieve fluently video. The maximum frame rate for each model is different,
please refer to 6.3 Specification.

4) Bit Rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should
combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will

lead to video cannot play well.

You can reset the stream type on Settings > Video > Video Settings panel.

!L ::;::;w'm“’ *JI Video Settings
i,_ Basic Seitings ) - L
[ Network J MAiN SIreAMm Video Setings
I Ve I Enhanced Kight Vision Defingion
l [ Stream Type HD Made -
On Screen Display Resolfion TR _',
s Bat Rate ™
FEEhl Seitings Frame Rate 0 =]
IR LED Schedule =
L PP ] Key Frame Intenval 30 =|
L Record | ‘Variable bitrate Yes -
L Eirewall | Suib stream video settings
[ Sysem n :i Siream Type HO Mode = .
Rusaiution T208 _'..
Bal Rate 512K
Frams Rate 10 ,|
Key Frame Intenval 3

WDR: WDR stands for High Dynamic Range. It usually refers to the method of capturing images having
"greater dynamic range between the lightest and darkest areas of an image than current standard digital
imaging methods or photographic methods". You can select On from the dropdown list under sunlight or with
bright background.

NAA: NAA (Network Auto-Adaptability) can make IP Camera changing the real-time rate to adapt different
network conditions, which can supply better preview experience. It is OFF as default.

Zoom In or Zoom Out

Device Support 8x zoom feature, click Tl or o ,The focal length of the camera lens will be larger or shrink,

you can adjust the focus distance to the target object size, access to high-definition screen.

19



Section 4 IR LED Lights

IR LED Lights )

Schedule | x|
anual

Mz
| Schedule .

Click Infra led and there are three modes to adjust the infrared led: Auto, Manual and Schedule.
Auto: Select it and the camera will adjust the infra led (on or off) automatically.
Manual: Select it and turn off the infra led manually.

Mode

Schedule: Select it and the IR led light will be off at the schedule period. If you want to define or change the IR
led lights schedule time, please go to Settings > Video > IR LED Schedule page.

Section 5 Image quality settings
In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

r

L Color Adjust )
G (—— =0
o =
» [—— 54
f’ (—— =0
XF B =

Section 6 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings > Basic settings > Camera name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings > Basic Settings > Camera time panel and adjust the device time.

Go to Settings > Video > On Screen Display panel, you can add or no add OSD.

Section 7 Play / Stop / Snap / Record / Full screen button

1 2 3 4 5 6 7 8
1------ Play Click it to play the video of the camera
2-—-- Stop Click it to stop the video of the camera

3------ Talk Click the button and the icon will become to @ then talk to the microphone that connected with

PC, people around the camera can hear your voice if the camera has connected with audio output device.
Click the icon again and stop talking.

20



the camera has connected with other audio input device through the Audio Input port of the camera, Click the
icon again and stop audio.

5----- Volume click it to open the volume control.

6----- Snap Click it to make snapshot and it pop up a window which picture you snapshot, right click in the
window and save the picture to anywhere you want.

Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the storage path:
Go to Settings > Record > Storage Location panel.

8------ Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

Onscreen Mouse Control

Right click the mouse and you can full screen and Zoom up.

Full Screen: Select it and Click it to make full-screen, press ESC and exit full-screen.

Zoom Up / Down: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view
back to original size.

NOTE: For Mac OS, the plugin cannot support Onscreen Mouse function, so you cannot allow to use it.

21



4 Advanced Camera Settings

Click the button Settings, goes to Administrator Control Panel to make advanced camera settings.

4.1 Setup Wizard

After logging in for the first time, you will go to "Setup Wizard" automatically. Here you can set the basic
parameters of camera, such as the camera name, camera time, IP configuration and so on.

ook Wizard 5 Setup Wizard

i . Status Setup Wizard - Start

L. Basic Setlings J

| Network J Foliow the guide to Set your camera, Cick "MNead™ 1o start
I‘_ \idan Fhesl CICK 1R menu an ihd R 1or mong SeRings

"-_ Dedactor J Pl

4.2 Device Status

Device Status contains four columns: Device Information, Device Status, Session Status and Log, it will show
you various information about your camera.

4.2.1 Device Information

Device Information

Refresh
Camera Model FI3961EP
Camera Name | FI9961EP
Camera |D ADEDGFGIFFAS
Camera Time | 2016/04/27 06:38:53
System Firmware Version 1.11.1.8
Application Firmware \Version | 272126
Plug-In Version 33022

Camera Model: The model of the device.

Camera Name: The Device Name is a unique name that you can give to your device to help you identify it.
Click Basic Settings and go to Device Name panel where you can change your camera name. The default
device name is anonymous.

Camera ID: Display the MAC address of your camera. For example Device ID is 008414350787, the same
MAC ID sticker is found at the bottom of the camera.
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Camera Time: The system time of the device. Click Basic Settings and go to Camera Time panel and adjust
the time.

System Firmware Version: Display the System Firmware version of your camera.
Application Firmware Version: Display the application firmware version of your camera.

Plug-In Version: Display the plug-in version of your camera

4.2.2 Device Status

On this page you can see device status such as Alarm status, NTP / DDNS status, IR LED Status and so on.

Device Status

Refresh
Motion alarm status Mo alarm
Recording Status Not Recording
5D Card Status Mo SD card
SD Card Free Space 0KB
SD Card Total Space 0KB
NTP Status Failed
DDNS Status Disabled
UPnP Status Disabled
IR LED Status Off
4.2.3 Session Status
Session status will display who and which IP is visiting the camera now.
Refresh
Username IP Address
admin 192 168.1.101
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4.2.4 Log

The log record shows who and which IP address accessed or logout the camera and when.

Log
Refresh

Pages:d =1 2 3> Go
NO. | Time User P Log
1 2016-04-27 06:09:07 root 127.0.0.1 Detected motion alarm
2 - 2016-04-27 05:49:59 | 1 - 192.168.1.102 Log out
3 2016-04-27 05:458:31 1 192.168.1.102 Login
4 . 2016-04-27 05:48:17 | 1 . 192.168.1.102 Log out
(o) 2016-04-27 05:47:12 1 192.168.1.102 Login
6 - 2016-04-27 05:46:31 | 1 - 192.165.1.101 Login
i 2016-04-27 03:43:56 root 127.0.0.1 Detected motion alarm
8 - 2016-04-27 05:43:51 | root - 127.0.0.1 Detected motion alarm
9 2016-04-27 05:41:21 root 127.0.0.1 Detected motion alarm
10 . 2016-04-27 05:41:16 | root . 127.0.0.1 Detected motion alarm

Reboot the camera and clear the log records.

4.3 Basic Settings

This section allows you to configure your Camera Name, Camera Time, Mail, User Accounts and Multi-Device.

4.3.1 Camera Name

Default alias is anonymous. You can define a name for your camera here such as apple. Click Save to save
your changes. The alias name cannot contain special characters.

[ Sedup Wizard |
| Status |

| Basic Satiags J

‘Camer Time Camera Mame The maximum Devica Mame length is 20, suppert English, numbsrs, letiers and symbals
Uger Aoty
Muli-Camera

Camera Name

S Halresh

4 Flies EP

4.3.2 Camera Time

This section allows you to configure the settings of the internal system clocks for your camera.
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Camera Time

Slatus
frree Rurfresh |

Teme: Zone (GMT +08:00) Beijing,. Segapane, Tape
Syee with NTP sarver

J

] M018-4-11 |- BE- |-
Dewice Thme

J S v pc/rens |

j Dt Fovmal Y- M0
Time: Format 29-hour
use DET ¥
Froem Apri = st - Sundey = F = 08
Ta Ooioper = thelastoee = Sundey =2 =00
Anead OF T ] Pelarvote:

Time Zone: Select the time zone for your region from the drop-down menu.

Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server.
Choose the one that is closest to your camera.

Sync with PC/Terminal: Select this option to synchronize the date and time of the Network Camera with your
computer.

Manually: The administrator can enter the date and time manually. Please select the date and time format.
use DST: Select the use DST, then select the daylight saving time from the drop-down menu.

Click Save button to submit your settings.

NOTE: If the power supply of camera is disconnect, you need set the camera's time again.

4.3.3 User Accounts

Here you can create users and set privilege, visitor, operator or administrator. The default administrator
user accounts are admin with a blank password.

User Accounts

HO Usename Frovisgs Lisamami pderen
e e
] Changs ussname
3 | Change passwerd

The maximum usemame ngth is 20, includeg numbers, lpthers and symbals _ - @ 5"
Passwd should b 6-12 numbars, letters, symbols combsnation | sepport - @ % () _+[§:T1s=%"- "V

How to change the password?
Firstly, select the account which you want to change the password, then select Change password, enter the
old password and the new password, lastly click modify to take effect.
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NO. Username Privilege Username admin

2 . . New password

3 . . . Security Level

4 . . . Confirm the password

5 | | ' Privilege | Administrator ‘..
5 . . . [CIchange username

- [¥| change password

Madify

The maximum usemame length is 20, including numbers, letters and symbols _-@ 3 *
Password should be 6-12 numbers, letters, symbols combination , suppot ~!@ #% ** () _+{}:"l<=?"-:"\ ./

How to add account ?
Select one blank column, then enter the new user name, password and privilege, last click Add to take effect.
You can see the new added account on the Account list.

( Refresh
R &
MNO. Usermame Privilege Username  Test
1 admin Administrator Password  esseese
| 3 Confirm the password TIIIY]
7 Privilege Visitor *
5
Add |
B
7
8

The maximum username length is 20, including numbers, letters and symbols _ - @ $ *
Password should be 6-12 numbers, letters, symbols combination , support ~!@# % ** () _+{}:"l<=7?"-;"\, ./
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Refresh

NO. Usemame Privilege Usemame  Test
1 admin Administrator Privilege Visitor

=
-—_ !_!Change eemame

3 DChange password

) | I Delete |

The maximum username length is 20, including numbers, letters and symbals _ - @ $ *
Password should be 6-12 numbers, letters, symbols combination , suppot ~l@#% ~* () _+{}:"|<=7?"-:"\._J/

Delete: Select the account which you want to delete, then click Delete button to take effect.

NOTE: The default administrator account cannot be deleted, but you can add other administrator users.

4.3.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the
main device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do
multi-cams settings, you need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if
there is 8 cameras installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This
page you can both add FOSCAM MJPEG and H.264 series cameras to the first camera and view
multi-surveillance screen on one window.

Add Cameras on LAN

In Multi-Device Settings page, you can see all devices searched in LAN. The 1st Device is the default one. You
can add more cameras in the list in LAN for monitoring. The camera's software supports up to 9 IP Cameras
online simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the Alias, Host and
Http Port will be filled in the boxes below automatically. Enter the correct username and password then click
Add. Add more cameras in the same way.
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Multi-Camera

Cameras On LAN
1. Click it, camera model, alias, s |
= e host and HTTP Port will be filled i
R a ' in the following boxes
Caméra Mogsl | | HMB4 [=2

Caarmera Mame FIRE26F

2. Enter the User name and
password of the 2nd camera .

Usefmamea

Pasyac

3. Click Add to take -

Camera Model: Our Company produces two series cameras: MJ and H.264. Here will show you which series
the camera belongs to.

Multi-Camera

Cameras On LAN

Refresh |

m

The 1st Camera This Camera
The 2nd Camera None
Camera Model | H264 -
J

Camera Name H264 L4

Host 162.168.1.104

HTTP Port as

Media Port aa8

Username

Password

Add Delete

Back to Surveillance Windows, and click Four Windows option, you will see four cameras you added.
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Add cameras in WAN

If you want to view all cameras via the internet (remote computer), you will need to add them using DDNS
domain name. Firstly, make sure all of the cameras you added can be accessed through the internet. (Read
How to configure DDNS settings in chapter 4.4.2 DDNS)

Login to the first camera using a DDNS domain name and port.

| DL

—fip i Pap L L bt s B00

e E Sk [T

\

‘ Use DDNS domain name and port to login . J _— _.Outdoor Waterproof IP.Camera...

pr—
Hhotacey aanen stals Ko e
Recceding S WOl Reconmng
S0 Card Stangs Na S0 can
S0 Card Free Space KB
5D Card Tolal Spuace R ]
NTF Status Faies
DDNS Statis | Buttenss parpicp491 1 hunrvionvech.sug:000 |
UPnP Sastas.
IR LED Status Make sure each camera you need add could

login with DDNS name and port .

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera's name, DDNS domain name, port
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number. Enter user name and password and then choose Add.

HD IPCam for ebuyer (192168 11 241)
L=
Camerss On LAN anonymous(192 16811 _X013)
Refrazh
The 1=t Camera This Camera
The 2nd Camerg anonymous{192 168 11.203)

Carmara Model |MJ s |—> 1
S 2

Hast Camara nd-ip. infig
HTTP Pot | 801 — 3
Media Por B0l
Username  |admin
— 4
Password
5| asi | ovete |
Thedrd € None
The 4th Camers Mone

1----- The camera model: MJ or H.264.

2----- The 2nd camera's name

3----- Fill in the 2nd camera's DDNS host not LAN IP

4 ---- Enter the 2nd camera's user name and password

5---- Click Add button and to take effect

NOTE: Here the Host must be entered as the second camera's DDNS domain name, not its LAN [P.
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Refrash

\apple(192 168,13 102)
mycamera(192.168.13.108)

o Fi
Device List in LAN jpsam{ 12108121073

HD IPCamera
The 15t Device This Device
The 2nd Dewvice apple(camera no-ip. infa)
The 3rd Device ipcamitest0l foscam.arg)
The 4tk Deice oy cameral ol ey, no-ip. info)
The Sth Device Mone
The Eth Devic Mane
The 7th Device Mone
The Gth Device Mone
The Sth Device Mone

Aftention: If vou want to access the device from internet, be sure the host and port that you set can be accessed from

internet.

Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera's DDNS domain name and port to view all the
cameras via internet.

4.3.5 Voice Prompt

On this page, you can enable or disable voice prompt. Select “Yes” to enable or select “No” to disable.
If select "Yes”, you can hear the voice prompt after connect the audio output device.

Saue FHefresh

soice Prompt Yes -

4.4 Network

This section will allow you to configure your camera's IP, DDNS, UPnP, Port, Mail Settings and FTP Settings
and so on.

4.4.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same
subnet of your router or computer.

31



File Edit \iew Favorites

eBack ¥ \.\;3

—IP Configuration

Tools

l} jl:) Search IL:H Folders v

Ostsin [ Fram DHCE 7]
IF Address

Saibnel Mask

Primary DNS Server
Secondary DS Server

Advanced  Help

192,168, 0.000

F55.255.255.0

193166811

19Z.168.8.8

211162 8.2

Changing settings here is the same as using the Equipment Search Tool.
It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If
you don't know the subnet mask, gateway and DNS server, you can check your computer's local area

connection as follows:
Control Panel > Network Connections > Local Area Connections > Choose Support > Details.

‘;—: Network Connections

i =

swe | Refesh |

Address q Mebwork, Connections

Metwork Tasks

Create a new

conneckion

Q Set up a home or small
office network

@ Change Windows
Firewall settings

ﬁ Cisable this network,
device

% Repair this connection
Iﬂ Rename this connection

&) Wiew status of this
conneckion

Change settings of this
connection

Other Places

[ Contral Panel
ﬂj MMy Metwork Places
Ej My Documents
'9 My Cormpuker

Details

Local Area Connection

|

LAN or High-Speed Internet

L, Realtek RTLB139/8100¢ 3

Local Area Connection

-L- | ocal Area Connection Status

|_General | 5 uppbrf
| S — |

Connected, Firewalled

Connection status

ﬂ Addreszs Type: Aszzigned by DHCP
IP Address: 192.168.0.50
Subnet Mazk: 25h.285.255.0
Drefault G ateweay: 192168.01
-
Click here

Windows did not detect problems with this
connection. |f pou cannat connect, click
Fiepair.

Cloze
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.‘-.Nuiwrk Lonpeclions =]

Qosk » @) - (F Psewch [ roee | [
.ﬁ;}ﬁl‘ewlﬁmmtl‘mm = e d Go
4 Lacal Area Connaclion Status f

Melwurk Tasks

Metwork Connexlion Delails

Crmabe A rewy L. Faresunlod
romni T
'9 Sat up & home or smal
ol rrlvnor, { MLOD000.2701
@ g':ﬁm“nf'}t thetsame Subnet Mas_k an P A T e
& oissble e oA EWAY Of the camera with 4 subewt baak 265 255 2650
ke ' || Prefoud Gabeswoy 182 1E2 01
_ your P&, [ 3 1 1
By P b condection | Loneom Oty ANO-F-T317 204

i3 20753 15044
EEE Y]
19216801

q Pesrviains Ll connmschion

L) mﬁg;ﬂllﬂ'l'ier are two DMNS servers,
h set any of them. i
ith gateway is also O

(@ Corkrol Pacel

N3 e

() My Dotuments

o M Comnpuitier

If you don't know the DNS server, you can use the same settings as the Default Gateway.

4.4.2 DDNS

If you need Foscam DDNS, you can apply it on DDNS page.
First Enable DDNS, then select “myfoscam.org” from DDNS Server list, click “Get My DDNS Now”.

DDNS
| Save | | Refresh |
Enable DDNS[7 |1
Manufacturer's DDNS
| Manufacturer's DONS | | | | Restore DDNS to factory |

Third Party DDNS

DDNS Server D | | 2

Your camera do not have a Foscam DDNS! You can get a DDNS for free by click "Get

My DDNS Now".

Get My DDNS Now | 3

Then login your Foscam Cloud account for myfoscam.org, and click “Get DDNS”.
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DDNS

Please login your Foscam Cloud Accout for myfoscam.org.

E-mail |

Password |

Get DDNS

Idon't have a Foscam Acout! Tap HERE

If you don’t have a Foscam Cloud account, click “Tap HERE” to register one, then click “Get DDNS”.

'DDNS

©

Please register your Foscam Cloud Accout and get myfoscam.org.

E-mail |

Password |

Confirm Password |

Get DDNS
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After get DDNS, click “Finish” to go back to DDNS settings.

Enable DDNS |

Manufacturer's DDNS

DDNS

Click "Finish” to go back to DDNS settings.

nuf9994.myfoscam.org

DDNS

Manufacturer's DDNS

nuf3994 myfoscam.org | | Restore DDNS to factory

Third Party DDNS

DDNS Server

|None v|

Domain

If the network error, you fail to get the DDNS, please try again.
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DDNS

Save 1 Refresh

Network errar, please try again later.

Try Again

Once you success get Foscam DDNS, you can follow below step to use.

Here take cp4911.myfoscam.org for example. Go to option of DDNS on the Settings >Network panel, you
can see the domain name.

DDNS-

Enable DONS &
Manufacture’s DDNS

Manufacturer's DONS | Restore 00S o faciory |

Third Pty CONE

DOMS Server Rane -

[himuiin

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname cp4911.myfoscam.org and HTTP Port no. 8000 for example, the accessing link of the camera
via internet would be http://cp4911.myfoscam.org:8000

Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use
Manufacturer's DDNS again , here click this button and start Manufacturer's DDNS Service.
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Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com, www.3322.com
Here take www.no-ip.com for example:

@ Step 1 Go to the website www.no-ip.com to create a free hostname
Firstly: Login on www.no-ip.com and click No-IP Free to register.

““Home = Download — Services Support | Compasry
Managed DNS
No-IP Plus, The complete managed DNS Solution

Eaay 1 At comtnol creer your Gomam
FREE t + includes 50 ub domales

TSignUpl " More Info

T8 & T REE OB pour 0 Conigere your

Stay Comnected

|fAT

Please register an account step by step according to instructions on_.www.no-ip.com

After registration, please login your email which used to register. You will receive an email from website, please
click the link to activate your ACCOUNT as indicated in email.

Secondly: Login the link with the registered username and password to create your domain name.
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Download Services Support Company

User Login

Client Login

Login with the registerecii
username and passworg

Home # ClientLogin

Email: | Upgrade your No-IP
to unlock many
Password: | features.

w

Forget your password? No problem, Click Here Maximize uptime and add
to your existing

If yau are not currently a registered user of Mo-IP.com, DMS infrastructure.
and would like to be for FREE, reqister as a new user.
® o lp

Domain Registration ~ Mail  SSL Cerfificates  Monitoring

N
L & Iﬂmmundmw ‘ YOUF NO'IP
;"";I- /J.I fior your mail server?

Click here for more info | Cuixi;ng_ welcome to your MNo-1P! Last Login: 201 2-04-04 21:40:56 PDT from IP 65.49.14.58

- - You have successfully logged into Mo-IP's member section. To start using No-IP°s services select an icon below or choose
7~ 24/7 Server Monitoring an item from the navigation above.
T8 and Failover

Click here for more info

e @@ & |8 3

Support Center
Basic Troubleshooting Manage Domains Add Domain

Guid
e Click Add a Host to create a

Suppor Ticket — Z
Contact Us FROM A0 ; domain name
$15 Find a Domain Name com [

Get Connected + Own a domain name? .A Your No-IP Alerts

You do not have any notices at this time

+

Refer Friend Add a Host Manage Hosts

+

+

+

Y ﬁ !‘ ) | % Use your own domain name with our DMNS system. Add

%-Dttlr domain name now or read more for pricing and Check this spot for important information regarding your
eatures account such as expiring semnvices and trouble tickets
Home AP Contact Us Sitemap Terms of Service Privacy Policy Blog

Please create the domain name step by step according to instructions on www.no-ip.com

Step 2 DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you've got from_

WWwWw.no-ip.com
Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.
Secondly, select No-Ip as a server.
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Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as
DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try to
redo the settings.

NOTE: If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third
Party DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will
take effect.

@ Do port forwarding within the router

Example: The camera's LAN IP address is http://192.168.8.100:2000

Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the router, and goes to
Applications & Gaming > Single Port Forwarding.

Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed
as below.

Wireless-N Home Router WRT120W

Applications &

Gaming Setup Wireless Security Access Restrictions . Administration Status

Single Port Forwarding - | Port Range Forwarding | Port Range Triggering |

Single Port Forwarding
Application Hame [ External Port [ Internal Port | Protocol [ Top Address _E_npblf_:&_i
[tione v - - — 1821652 O
None | ] 152.168.8 O |
More B Fill the HTTP Port no. of the [ | R M |
camera on the column of s |
Hene ¢ External Port and Internal Porte | 152,168 8 |
Nene W - # - | - 1521652 |
= 1 T —
Htio } E 2000 )| | |Botn i) | 12 18880100 La| Fill the LAN IP of the camera
ledia lis200 T Jezon || | [eoth ] | 102 105 alasn gl | | here, justinput the last sections
,L ¥ At 1821882 O
) Fill the Media Port no. of the
Assign a name as camera on the column of
you like here . External Port and Internal Port .

® Use domain name to access the camera via internet

After the port forwarding is finished, you can use the domain name+ http no. to access the camera via
internet. Take hostname ycxgwp.no-ip.info and http no. 2000for example, the accessing link of the camera via
internet would be http:// yexgwp.no-ip.info:2000
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4.4.3 UPnP

UPnP

Enakxle LIPRP B ol

Refrash
Modion atam stabus Ho alarm

b3 Alarm Slalus Dhzabled

Recording Stabus Mol Recording

o0 Card Slalus Mo S0 cand

S0 Card Fres Space OKE

S0 Gard Tolal Space oEE

HTP Stalus Faled

DOHS Slalus Suecoes httpeaall2 L hunbasiontech.ong: B
VPP Stats Tuccess

IR LED Sgamus. o

The camera's software will be configured for port forwarding. There may be issues with your routers security
settings, and sometimes may error. We recommend you configure port forwarding manually on your router .

4.4.4 Port

This camera supports HTTP Port / HTTPS Port / ONVIF Port. HTTP Port is used to access the camera
remotely.

HTTP port: By default, the HTTP is set to 88. Also, they can be assigned with another port number between 1
and 65535. But make sure they can not be conflict with other existing ports like 25, 21.

Port
Sive Peefresh
HTTP Fort By
HTTPS Faort 443
OHVIF Pon L]

Another way to change the HTTP port no.
Step 1: Open the Equipment Search Tool, select the camera you would like to change the port of, right click on
the IP address, and click on "Network Configuration”, this brings up the network configuration box .
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K3 Equipment Search Tool Euﬂ

Camera Hame IF Address Device ID Type
Anonymous2 Http: //192. 168. 1. 105:88 Q00000000000 IPC
. il ]

Basic Properties

Netwark Configuration || Select which camera
Hpgede tnnie you'd like to change the

G te Check Cod ; i
enerate Check Code pOf't fOI', and nght click .
Recover Default

Refresh Device List
Flush Arp Buffer

About Equipment Search Tool

i '] - & 3 — Eg
W Emifipmenit Searciiianl Anonymousl Network Configuration ﬁ i
Camera Hame 1ice ID Type
I Obtain IF from DHCP server pON000 1 IPC

Anonymous2
"m'm D“Sl TENitess 9z 168 1 103 FBOFF A8
Subnet Mask [255 255 2855 . 0

Gateway 192 185 .1 .1
IHS Serwer 192 165 . & . &
Hitp Fort 2000 Modify the Hitp Port.

User

Password [ttt Enter the Username and

k| Cancel | password, click OK.

Hote: After changing the configuration
dewvice will amtomatically restart.

Step 2: Enter the username and password of the Administrator (default username is admin with a blank
password), and click OK to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera's LAN IP address has changed. In our example it
was changed to 2000, so we see http://192.168.1.105:2000 in Equipment Search Tool. Also, the LAN IP
address is now fixed at a static IP address of http://192.168.1.105:2000. This IP address will not change even if
the camera is powered off and back on, the camera will remain on this LAN IP address. This is very important
that a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

' . -
i Equipment Search Tool El_.lﬁ

Camera Hame IPF Address Device ID Type
tAnonymous2 Hitp: //192_ 168, 1. 10588 QOOOOOOO0001 IPC
Anonymous1 Http: //192. 168. 1. 103: 2000 AOEDSFE9FFAB IPC
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NOTE: If the camera cannot be accessed, please make sure the port forwarding is succeed.
HTTPS Port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port.

ONVIF Port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number
between 1 and 65535 (except 0 and 65534). But make sure they can not be conflict with other existing ports.

RTSP Port: The default port is 554,0only some IP Cameras have RTSP port.

4.4.5 Mail Settings

If you want the camera to send emails when motion has been detected, here Mail will need to be configured.

Enable [¢]
SMTP Server | smtp.gmail.com
SMTP Port 25 1

|STARTILS v

Transport Layer Security : ;
G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 ar 25.

Meed Authentication Yes ~

SMTP Username cuiyaod3@gmail com 2

SMTP Password bbb e e | 6
Sender E-mail cuiyacd3@amail.cam 3

First Receiver _ yaoyaof 163 com

Second Receiver

Third Feceiver

Fourth Receiver

1----- SMTP Server / Port /| Transport Layer Security Enter SMTP server for sender. SMTP port is usually
set as 25. Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually
is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be
set to 465 or 25 or 587, which port you choose should be decided by which Transport Layer Security you
select.

2-----SMTP Username / password ID account and password of the sender email address

3----- Sender E-mail Mailbox for sender must support SMTP

4--mv Receiver Mailbox for receiver need not support SMTP, you can set 4 receivers

5----- Save Click Save to take effect

6----- Test Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.
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Save Refresh

Enable [#]
SMTR Server smip.gmail.com
SMTP Fort 25

(STARTILS v

Transport Layer Security .
G-Mail only supports TLS at Pont 465 and STARTTLS at Pont 587 or 25.

Meed Authentication Mo v
SMTP Username yaoyao@gmail.com

SMTP Password [sananseek |_Test |[ : ]{ Test result. ]
Sender E-mail yaoyao@gmail.com

First Receiver | yaoyao@163.com

Second Receiver
Third Receiver

Fourth Receiver

If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test
mail.

If the test fails with one of the following errors after clicking Test, verify that the information you entered is
correct and again select Test .

1) Cannot connect to the server.

2) Network Error. Please try later.

3) Server Error.

4) Incorrect user or password.

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try
again.

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server.

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server.

8) The server does not support the authentication mode used by the device.

4.4.6 FTP Settings

If you want to upload record images to your FTP server, you can set FTP Settings.
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Save Refresh

ftp://192.1681.8.150
FTP Server Example-ftp://192.168_1.103/dir

The maximum length of the address is 127 does not support the character & =

Port 21
FTP Mode PASY -
user
Username The maximum length of the user name is 63, support numbers, letters and symbols _ @
55, #]
S—
Password The maximum password length is 63, including numbers, letters and symbols ~1 @ # %

%At()_+{):1<>77

Test ! , |

FTP server: If your FTP server is located on the LAN, you can set as Figure as above.
If you have an FTP server which you can access on the internet, you can set as below.

Save Refresh

ftp:/fftp.mgenseal.com
FTP Server Example-ftp://192 168.1.103/dir

The maximum length of the address is 127 does not support the character & =

Port 21
FTP Mode PASY -
user
Username The maximum length of the user name is 63, support numbers, letters and symbols _ @
3 S
secsee
Password The maximum password length is 63, including numbers, letters and symbols ~ @ # 5

BaE iy EfE -ttty

Test | Success

Port: Default is port 21. If changed, external FTP client program must change the server connection port
accordingly.

FTP Mode: Here supports two modes: PORT and PASV.

Username / password: The FTP account and password.

Click Save to take effect.

Click Test to see if FTP has been successfully configured.
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4.4.7 P2P

Access the camera by smart phone (Android or iOS operating system), please refer to the Quick Setup Guide.
First of all, you need to open the P2P function of the camera at Settings > Network > P2P.

|. Sefup Wizard
L Status:
| Basic Setngs
ket
1P Configuratian
DONE
OFeP PP Pon 17134
Port
Mad Sefttings
FTF Settings

P2P

s
|

LG

Enakbia FiF 12

4.5 Video

This section allows you to configure Video stream settings, On screen display and Snapshot settings.

4.5.1 Video Settings

There are two ways to set the stream video settings. They are main stream video settings and sub stream
video settings.

I Sefup Wizard J ; "
L — ] Video Settings
1 Basic Sattngs b = Bafetsh
| Metwark ] Main straam adas sattings
'\_ Videa J Slream Type HO Moda i
Wl ' Resolution 1080F -
ﬂ_nﬁu'm Dusplay Bit Rate M
Mz‘“' Fraeme Rbe 5 "'
Saapshot Settings Key Frame interval 30 »
IR LED Sebechale
] Rabe Control Made VER,
’j‘ Dhatacior ®|
k P _,i Sub stream vdeo sellings
.
| - n | E:
il # Bit Rate
Framé Habe

Kizy Frame nberval

Rabe Conirgl Mode =] -

Stream Type: There are four types to identify different streams you have set. If select the HD Mode, the
clearer video will become, and it will take up more bandwidth; If select the Smooth Mode, the bandwidth is very
narrow, and bit rate is large, that will lead to video can not play well. The Equilibrium Model is a value between
HD Mode and Smooth Mode.

Resolution: The camera supports multiple types, For example: 1080P, 960P, 720P, VGA. The higher the
resolution is, the clearer video will become. But the code flux will become larger too, and it will take up more
bandwidth. (Different models support different specific types. )

Bit Rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
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configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit
rate is large, that will lead to video can not play well.

Frame Rate: Note that a larger frame size takes up more bandwidth. You should lower frame rate when the

bandwidth is limited. Normally, when the frame rate above 15, you can achieve fluently video. The maximum
frame rate for each model is different, please refer to 6.3 Specification.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

Rate Control Mode: There are three rate control modes.

CBR: Constant Bit Rate, it means that the Bit Rate is constant.

VBR: Variable Bit Rate, the camera will change the video bit rate according to the situation, but will not more
than the maximum parameter "Bit Rate".

LBR: Low Bit Rate. If you can select the LBR, then you can slide the scroll bar to choose percentage of the bit
rate. By reducing the bit rate, so that the camera can obtain a better image at low bandwidth.

4.5.2 On Screen Display

This page is used to add timestamp and device name on the video.
| _Eiellp Wizard

~ 0SD
Slalus N
J
)
J

Metwiork
Video
Vi Settings

Display Timestamp Yes -

Desplay Camera Hame Yes -

L
L Biarsic Sn:lr.ﬂgs
b
L,

Pevaucy Zone
Saapshol Sentings
IR LET) Schedds

Display Timestamp: There are two options: Yes or NO. Select Yes and you can see the system date on the
video.

Display Camera Name: There are two options: Yes or NO. Select Yes and you can see the device name on
the video.

4.5.3 Privacy Zone

This page is used to add privacy zone on the video.

| Setup Wizard
| Status
1
.

Privacy Zone

/
Hazic Settngs ] Save Refresh

&

Nedwork | Al Priwacy Tone e

L_Video g St Praacy Zons
eo & ositalontl
On Sereen Display
Snapthol Settings
IR LED Schesdals

Allow On Screen Display Mask
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There are two options: Yes or NO. Select yes and draw a mask area on the video, the mask area will be black
on the video.

Click OK button and return to the Privacy Zone page, click Save to take effect.
Back to the surveillance window, you can see the privacy area as the following picture:

4.5.4 Snapshot Settings

In this page you can set the snapshot pictures' image quality and the storage path.
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Save Refresh

Manual snap Quality IMedium |Z|
Pictures Save To None |Z|
Enable timing to capture [7]

Capture interval 2 (1-655355)

Schedule

Al 00|01 102 |03 |04 (0506807 |06 (09 (10 |11 [ 1213 [ 14 | 15 |16 | 17 |16 | 19| 20 | 21 | 23 | 23

MON
TUE
WED
THU
FRI
SAT
SUN

Manual snap Quality: Low, Middle and High. The higher the quality, the picture will be clearer.

Pictures Save To: FTP or SD card. If you have done FTP and Alarm settings, when alarming, the camera will
snap pictures to the FTP or SD card automatically.

If you select the FTP, you can set the file name which the picture save to. For example: file name is "NAME",
the snapshot picture is "NAME_20150605-180000.jpg".

Enable timing to capture
To enable capture interval, follow the steps below:
1 Select Enable timing to capture
2 Capture interval: The interval time between two captures.
3 Select the capture time
® Capture anytime
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will capture.
® Specify an capture schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all
column of TUE turns to red, that means during Tuesday whole day, the camera will capture.
® Press the left mouse and drag it on the time boxes, you can select the serial area,
4 Click Save button to take effect.

4.5.5 IR LED Schedule

On this page you can set the schedule time for switching IR LED lights. When parameter Mode is set to the
Schedule on the Live Video window, At these schedule time, the IR LED lights will be turned off.
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Save Refresh

IR LED Schedule

Turn the IR LED off

4.6 Motion Detection

IP Camera supports Motion Detection Alarm, when the motion has been detected, it will send emails or
upload images to FTP.

Motion Detection

Save Refresh
Enable [7] 1 6

Triggered Interval 2 Es [~

Camera Sound [¥] PC Sound [¥]

Send E-mail ]

Take Snapshot [¥] Time Interval QS'E b
Action 3 Please set the capture storage location in advance (Video -> Snapshot Settings)

Recording [#/]

Please set the video storage location in advance.(Record -> Storage Location) |

|
Push message to the phone [ 4
4 Set Detection Area | Three zones at most
5 Schedule
00 D102 /03|04 |05(06|07 |08 |09 |10 17 |18 | 19| 20| 21 [ 22| 23

All

MON IlIIIlIIIIIIIIIIIIlIIIIIIlIIlIIlIIIlIIlIIIIIIIII
e e 5 1

T

To enable motion detection, follow the steps below:
1 Enable Motion detection

2 Trigger interval--- The interval time between two motion detections. Here supports 5s/6s/7s/8s/9s/ 10s
/11s/12s/ 13s / 14s / 15s. Select one interval time.

3 There are some alarm indicators:

A Camera Sound and PC Sound
If the camera has connected with a speaker or other audio output device, if you select Camera Sound or PC
Sound, when the motion has been detected, the people around the camera will hear beep alarm sound.

B Send E-mail
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If you want to receive alarm emails when motion is detected, you must select Send E-mail and set Mail
Settings first.

C Take Snapshot

If you select this checkbox, when the motion has been detected, the camera will snap the live view window as
a still picture and load it to the FTP. Make sure you have set FTP and set FTP as the storage path in Video >
Snapshot settings panel.

Time interval: The interval time between two pictures.

D Recording
If you select this checkbox, when the motion has been detected, the camera will recording and load it to the
FTP server. Make sure you have set FTP and set FTP as the storage path in Video > Snapshot settings panel.

E Push message to the phone
If you select this checkbox, when the motion has been detected, the camera will push the message to the
phone which has been connected the camera.

4 Set Detection Area
Click set detect area and it pop up a window, then you can draw the detection area. Click Back button after
settings. When something moving in the detection area, the camera will alarm.

5 Alarm Schedule

(D Alarm anytime when motion is detected
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will alarm.
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Set Detection Area ]

AII’ Click this button and select all time range . 15 [46 ] 17 |18 ] 19 |20 21 [22] 25
e HHNRRENNNRRNNARRRNNRRENEN
weo [HHNENENNRRRENARRRNNRRRNNN
PR 100 o
ol |
P10 o
= [IHNNENRRRNNRRRRRNERRRRNEN

@ Specify an alarm schedule

Click the week day words, the corresponding column will be selected. For example, click TUE, the all column
of TUE turns to red, that means during Tuesday whole day, when something moving in the detection area, the
camera will alarm.

Schedule

OD 01 !}2 03 | 04 (}5 06 O? DB ba | ﬂ} 11 ‘12 13 14 ‘15 16 ‘1? 18 19 20 [21 | 22 23

LA
_MDN
| Tue Illlllllllllllllllllllllllllllllllllllllllllllll
| WED |
SUN |

3 Press the left mouse and drag it on the time boxes, you can select the serial area,

Set Detection Area

Schedule

Al oo o 02 03 |04 |05 | 06 | 07 | [}8 09 ‘H] 11 ‘12 13 14 15 16 | ‘1? 18 (19 )20 | 21 22 23

oweo | iEENEEEEERR @@
FRI | ||

SAT

SUN

When the PC sound alarm is enabled, the PC will make a sound only in Live Video page while the IPC detected an alarm

6 Click Save button to take effect. When the motion is detected during the detection time in the detection area,
the camera will alarm and adopt the corresponding alarm indicators.

NOTE: You must set the detection area and detection schedule, or else there is no alarm anywhere and
anytime.
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4.7 Record

4.7.1 Storage Location

Storage Location
Save Refresh

Recording Location MNone E|

Local Recording Location cMPCamRecord Browse Enter the local folder

Recording Location is used for alarm recordings and schedule recordings.
The local recording must be stored in local storage. The default Windows storage location is "c:IPCamRecord”. The default
Mac OS storage location is "/IPCamRecord” If you modify the path on other cameras, this default storage location will be

modified accordingly.

Recording Location: SD card, FTP.
® SD card: The video will be saved in SD card. Make sure the camera has been inserted the SD card. On
this page, you can see the available space of the SD card.

® FTP: The video will be saved in FTP. Please refer to 4.4.6 FTP Settings.

Local Recording Location: For Windows OS, the manual recording path is C:/ IPCamRecord, you can
change another one. For MAC OS, the manual recording path is: / IPCamRecord.

Enter the local folder: Click here,you can enter the local folder.

4.7.2 Alarm Record

Alarm Recording

Save Refresh
Enable Pre-Record [7]
Pre-recorded Time 5s E
Alarm Recording Time 30s iz

4.7.3 Local Alarm Recording

On this page you can enable local alarm record, and select the local alarm record time.
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Local Alarm Recording

Local Alarm Recording Time 30s

4.7.4 Schedule Recording

When the video is selected as FTP, the device supports scheduled recording.

Storage Location
e ) € e
Recording Location [ - :
Local Recording Location  c/\BCamecord frowss | Enter the local folder |

Recording Locetion i3 wsed for alarm recoedings and schedule recordings.
The lncal recarding must be stored in local storage, The defaut Windows storage location is " IPCamRecord” The defult
Mac 05 slorage location is “FCamPiecend™ H you modéy the path on cther camerss, [res deteut sierage location vl be
madifed aceordingly

-Scheduled Recording To FTP-

e o

Enable Scheduled Recording [+
I.Wﬂl | Main stream - I
B Edit Scheduled Recordesg
Ap | 0001|020 (0405 06 07 08|09 40 11 (12 13[4 [ 45 (16 17 [18[ 12 niz=a
mon | | | I | ] | 11 Bl 1
TUE I [aN | I [ [
WED [ | IR | | [ |
THU | B | [ |
Fi g | BN | TS | BN | DN | ES | BN LB Ll
AT i ' N | U | IS | | AN ]
sum | 1 | | N |

Schaduled racceding anly suppees S0 card or FTR sanar.
Scheduled recoeding will s1op while alsrm reconding begns . and go on sutorratically sfer it ends.

When the video is selected as SD card, the device supports pumping frame recording.
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-Storage Location

f S0 card - I

Reconding Location

Local Reconding Location e\ PCamPecond Drovise | Enber the kecal folder

Recording Location is used for alarm recoedings and schedule recordings

The local recording misst be stored n becal storage. The defsul VWindows sieeage location i ~c/UPCamRecord”. The detwit
Mac 02 slorage location is “IFCamBecord™ il you modiy the path on other cameras, thes defaull stocage location will B
maodified accordingly

rScheduled Recording To SD Card

Enabie Bchedulud Reconding |1

H&ﬁf-ﬂfl.lﬂlall;gy Cerver

Audic Record No )

Stream Main stream

5 Edit Scheduled Recording -

a1 [IJI]'II:IE{]HEHB:‘;WI]IM_DS'IB R PR R AR T LA R BN - A2
MON

TUE

WED

THU

PR

SAT

Sl

Schedubid recording onby suppods S0 card o FTR senver -

Record frame: There are six frame selections, suchas 1/30,4 /30,8 /30, 15/ 30, 24 / 30, 30 / 30.
Recommended default is 4 / 30. The greater the Frame rate is, the sharper picture quality is, and the greater of
storage space is, the shorter the storage time is.

Record full strategy: When the SD card is full, you can choose to cover the previous recording, or stop
recording.

NOTES:

® Scheduled recording only supports video saved to the SD card or FTP server.

® The schedule recording will stop while alarm recording is beginning, and it will continue automatically after
alarm recording end.

® You can refer to 4.6 Motion Detection > 5 Alarm Schedule. in Alarm about editing the time of recording
Schedule.

4.7.5 SD Card Management

The SD card Slot inside the camera, if you want to install or remove the SD card, you need to open the
camera.

When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.
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Go to the Settings > Status > Device Status page, you can see the SD card status.

The default storage path of alarm record files is SD card, when the available size of SD card is less than 256M,
the old record files will be deleted automatically.

4.8 Firewall

This section explains how to control the access permission by checking the client PC's IP addresses. It is
composed of the following columns: Block access from these IP addresses and Only allow access from
these IP addresses.
" Filterino
Save Rsfresh
Enable Firowall[5]

IF Filtering Block sceess fram thegs 1P sddresses ol

Oinly allow socess fom these P addressss
IP Addrass 1
IR Addrpss 51
1P Address 83
|F Addnegn 0
IF Address &5
IF Address 85
IF Address &
IP Address #5

Enable firewall, If you select Only allow access from these IP addresses and fill in 8 IP addresses at most, only
those clients whose IP addresses listed in the Only allow access from these IP addresses can access the
Network Camera. If you select Block access from these IP addresses, only those clients whose IP addresses
are in the IP list cannot access the Network Camera.

Click Save to take effect.

4.9 System

In this panel, you can back up / restore your camera settings, upgrade the firmware to the latest version,
restore the camera to default settings and reboot the device.

4.9.1 Back-up & Restore

Click Backup to save all the parameters you have set. These parameters will be stored in a bin file for future
use.

Click Browse and select the parameters file you have stored, then click Submit to restore the restore the
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parameters.

Backup is used to sawve your current settings. It is recommended to backup your configuration before modifying or

upgrading firrmware.

Settings can be restored by uploading the backup file.

pat: | | [(Brovse... ] Submi

Mote:

1. All current settings will be lost when imparting a configuration file. If an incorrect file is loaded, the camera may stop
working correctly.

2. Keep the power on during this process, or you may damage your camera. Your camera will reboot automatically once

restaration is cormpleted.

4.9.2 System Upgrade

Click Download the latest firmware, you will see the following screen. And click Save to save the firmware on
your computer locally.

Your current firmware version will be displayed on your screen. You may go to the Status > Device
Information page to check for the latest firmware versions available.

Click Browse, choose the correct bin file and then click System upgrade.

Don't shut down the power during upgrading. After upgrading, you can see the upgrade result.

!L_ .SII:IJ.ID Wvizard
| Stabus
\

L

|

=

System Upgrade

Dowaniiogd the latest fumwars | Cunant Fimmwan Version: 2,77 124

Basic Seftings

[l Ty | 2T System Lb:g:ir_:
Video

A Resull

| Detectar
G — Your camara vall rebood dunng the fimrwans uporade

Fe o J

.i Frewall

i_ System J

Backup & Restane
Palch instalation

Factony Fasst
Raboot

Upgrade Firmware by Equipment Search Tool
_§)
Double click the Equipment Search Tool shot icon , select the Camera IP that you want to upgrade the

firmware. Then select Upgrade Firmware and enter the username and password, choose the firmware file, and
upgrade.
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i Y
K Equipment Search Teol E‘_lg

Camera Hame IP Address Dewvice ID Type
Anonymous 2 Http: //192.168. 1. 105:88 000000000001 IPC
[P Http: //192. 16Cmtatmaaaca oz ncrcncnao qpC |

Basic Properties

MNetwork Canfiguration

| Upgrade Firmware |

Generate Check Code
Recover Default

Refresh Device List

Flush Arp Buffer

About Equipment Search Tool

2 Equipment Search Tool =65 8 J
Camera Hame F = Ece ID Type
Anonymousz Anonymousl Upgra.de Firmware M 00000001 IPC
Anonymousl - iFEOFFAB IPC

Uzer :n:lrnin

Password

| Upgrade Swstem Flrmware

| Tpgrads Hab UL

DK

Hote: After firmware upgrade the
dewice will automatically restart.

—

CAUTION:
If your camera works well with the current firmware, we recommend not upgrading. Please don't upgrade the

firmware unnecessarily. Your camera may be damaged if mis-configured during an upgrade.

NOTE:
1) Don't upgrade the firmware through the web Ul in WAN, or else the upgrade may be failed.

2) Please ensure you have download the correct firmware package for your camera before upgrading. Read
the upgrade documentation (readme.txt file) in the upgrade package before you upgrade.

3) Upon downloading the firmware check the sizes of the .bin files. They must match the size in the
readme.txt file. If not, please download the firmware again until the sizes are the same. Your camera will
not function correctly if a corrupt .bin file is used.

4) Normally, only Device WEB Ul need to be upgrade, please do not try to upgrade the Device Firmware.

5) Never shut down the power of the camera during upgrade until the IP camera restart and get connected.

6) After upgrade successfully, please clear the cache of browser, uninstall the old plugin and re-install it, then

reset the camera to the default factory settings before using the camera.
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4.9.3 Patch Installation

Click Browse to select the correct patch file, and then click Install Patch to install the patch. Do not turn off the

power during it installing. After installing is complete, you will receive a system prompt.
—
Setup Wizard

Slatus

Patch Installation

Bronwse Install Patch

Basic Stltngs

Uninstall Pabch

Resull

Your eamana wall nebsot when you installiuninstall patch

AR 0N A8 58 oF AF AN S

4.9.4 Factory Reset

Click Factory Reset button and all parameters will return to factory settings if selected.
The default administrator username is admin with a blank password.

Factory Feset Click this button to hard reset the camera to its default factory settings.

4.9.5 Reboot

Click Reboot to reboot the camera. This is similar to unplugging the power to the camera.

Click this button to reboot your camera.
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5 Playback

On this page you can view the record files stored in the SD card.

® vevoee Opseangs [ Pasback Outdoor Waterproof IP Gamera
4 L
g5

e

Fram | B

DMWY ocard <

Triee frope—— _ﬁm

ConSrusgaurs Py
O

2

{EE—————

Section 1 Define the Record files time and Type

Directary | 5T card : The storage path of record files

Tirne All records ™. Here supports three types: current day, current month and All records. Another way,

select the time on the time&date manually.

4 2016 - 4 [ 4

T W T F 5

5 M
H .
3.4 5 86 ¥ & 9

10 11 42 1314 15 18
17 18 19 20 21 22 23
24 25 28 27 Z8 29 30

Tuesday
2016-4-12

Type All recards ¥ [ The type of records files, Here supports two types: Normal record, Alarm record and

All records.

Continuous Play: Select the checkbox to play continuously all the record files.

: Click this button to search all record files satisfy the conditions you selected.
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Section 2 Search record files
On this panel you can see all record files satisfy the conditions you set.

Section 3 Play / Stop / audio / Full screen Buttons
Please select one record file before use these buttons.

@ Click this button to play the record files.

@ Click this button to stop the record files.

Click this button to audio on / mute.

Click this button to make full screen, and double click left mouse to exit full screen.
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6 Appendix

6.1 Frequently Asked Questions

6.1.1 Install the ActiveX of Firefox Browser, Google Chrome and IE Chrome

vt fieg o e lrvimrroet con b pefid, thes e type can poterialy haem
wour comgher. Oy inatall software from publishers you st What's the rgic

Helcome to the IPCWebComponents Setup
Wizard

This will install IPCWebComponents 3.0.0.2 on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.
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j5! Setup - IPCWebComponen

Select Destination Location
Where should IPCWebComponents be installed?

l _ Setup will install IPCWebComponents into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

C:\Program Files\IPCWebComponents| Browse...

At least 3.7 MB of free disk space is required.

= Back MNext = [I [ Cancel

.
5 Setup - IPCWeb

Select Start Menu Folder
Where should Setup place the program's shortcuts?

I Setup wil create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

[PCWebComponents Browse...

< Back MNext = ﬂ [ Cancel
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T@F Setup - IPCWebComponents

Ready to Install
Setup is now ready to begin instaling IPCWebComponents on your computer.

Click Install to continue with the instalation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\IPCWebComponents

Start Menu folder:
IPCWebComponents

Completing the IPCWebComponents Setup
Wizard

Setup has finished instaling IPCWebComponents on your

computer. The application rmay be launched by selecting the
installed icans.

Click Finish to exit Setup.
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6.1.2 Uninstall the ActiveX of Firefox Browser, Google Chrome and IE Chrome

hgf
'! Getting Started

= Documents
ﬂ Windows Media Center
Pictures
Calculator
Music
Sticky Motes
; Games
: ?#“' Snipping Teol
Computer
ehdl) Paint
Control Panel h

L{ Remote Desktop Connection
1y

& Magnifier
- 3

Devices and Printers

Default Programs

6 Foxrnail - Shortcut Helo and Suppoet

. 4 Solitaire

All Programs

Shut down |

-. . Lﬁ » Control Panel »

Adjust your computer's settings View by: Category ¥
&  System and Security .l User Accounts and Family Safety
B; By Add or remove user accounts

k. B 9 Review your computer's status :
: Back up your computer <D ) Set up parental controls for any user
Find and fix problems %
Appearance and Personalization

w,_ Network and Internet ‘%# Change the theme
u. View network status and tasks Change desktop background
- Choose homegroup and sharing options Adjust screen resolution
/ Hardware and Sound “%  Clock Language, and Region
%‘- View devices and printers g Change keyboards or other input methods
Add a device Change display language

= JI Programs @ Ease of Access
I_: a | | Let Windows suggest settings
T _ - \ / W Vs suggest s s

Optimize visual display
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r{:—?‘ * f_-‘ b Control Panel ¢ Programs ¢ Programs and Features - | +p

Contrel Panel Home

Uninstall er change a program

View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
'f. Turn Windows festures on or

off Organaze = Lhnanskadl 2 L ﬂ"
Marme Publishes Instalied On  Size
& 360 360 542 /2014 191 ME
E Adabe Beader X1 - Chinese Samplified Adohe i::,'m-n'ﬁ Incorporated S5/21.2004 155 MEB ]
|2 IFCWebCompanents 3002 | 5 6/10/2014 367 MBE
WJ Tencent ATX Client Uninstal }nc ent 54212004
4 WS Office 777 (9.1.0.8632) b Kingsoft Comp 5/21/2004

6.1.3 | have Forgotten the Administrator Password

To reset the administrator password, you had better unplug the network cable firstly. After that, press and hold
down the RESET BUTTON about 5 seconds. Releasing the reset button, the password will turn to the factory
default.

Default administrator username / password: admin with blank password

6.1.4 Subnet doesn't Match

Check whether your IP camera in the same network segment of your computer. The step is Control Panel >
Network Connections > Local Area Connections > Choose General > Properties.

Check subnet mask, IP address and gateways. When you set IP address please make sure they are in the
same subnet. Otherwise you can't access camera.

6.1.5 Camera can not Record

Camera can not record when | click Record button or | can't change the manually record path.
When you use Windows7 or Vista, you may be not able to do manually record or change the record path
because of the security settings of computer.
There are two ways to resolve this problem:
1 Please add the camera as a trusted site to resolve this issue. The steps are
IE browser > Tool > Internet Properties > Security > Trusted sites > Sites > Add.
2 Open IE browser, then right click, select Run as administrator.

6.1.6 No Pictures Problems

The video streaming is transmitted by the ActiveX controller. If ActiveX controller isn't installed correctly you will
see no video image. You can resolve this problem by this way:

Download ActiveX controller and set the safety property of IE in the PC when you view it first time: |IE
browser > Tool > Internet Proper > Security > Custom Level > ActiveX control and Plug-ins. Three
options of front should be set to be Enable, The ActiveX programs read by the computer will be stored. As
follows:

Enable: Download unsigned ActiveX controls.

Enable: Initialize and script ActiveX controls not marked as safe.

Enable: Run ActiveX controls and plug-ins.
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If you allow the ActiveX running, but still could not see living video. Please change another port number to try.
Don't use port 8000.

Save Refresh
HTTP Port 88 |
Media Part | 88 |
HTTPS Port | 443 |

NOTE: Make sure that your firewall or anti-virus software does not block the camera or ActiveX. If you could
not see video, please shut down firewall or anti-virus software to try again.

6.1.7 Can't Access IP Camera in Internet

There are some reasons:

1. ActiveX controller is not installed correctly

2. The port which camera used is blocked by Firewall or Anti-virus software. Please change another port
number and try again.

3. Port forwarding is not successful.
Check these settings and make sure they are correct.

6.1.8 UPnP Always Failed

UPnP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router's security settings.
So we recommend you do port forwarding manually. You can view your camera in internet successfully after
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you do port forwarding manually in your router.

6.2 Default Parameters

Default network parameters

IP address: obtain dynamically
Subnet mask: obtain dynamically
Gateway: obtain dynamically

DDNS: Embedded FOSCAM DDNS Service

Username and password
Default admin username: admin with a blank password

6.3 Specification

Sensor High Definition Color CMOS Sensor
Image Sensor Display Resolution 2.0 Megapixels
Min. lllumination 0 Lux (With IR Hlluminator)
Lens Type Glass Lens
Focal Length f: 4mm
Aperture F2.0
Lens
Angle of View When f=4mm, Horizontal=60°
Image Compression H.264
Image Frame Rate 30fps (60Hz), 25fps (50Hz), downward adjustable
2.0 Megapixels (1920 * 1080)
Resolution 4.0 Megapixels (2560 * 1440)
VGA (640 * 480), QVGA (320 * 240)
Stream dual stream
. The hue, brightness, contrast, saturation, sharpness are
Image Adjustment diustabl
Video adjustabe
Flip Image flip and mirror
Infrared Mode Automatic or manual
Infrared lamp array, IR LEDs for IR range up to 10 meters
IR Range
(33ft)
Ethernet One 10/100Mbps RJ45 port
Remote Access P2P DDNS
PoE IEEE. 802.3af
IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS,
Network Network Protocol
UPnP, ARP, P2P, RTSP, ONVIF
i Microsoft Windows 2000/XP, Vista, 7;
Operating System
Mac OS
System Microsoft IE8 and above version or compatible browser;
Requirements Browser Mozilla Firefox;
Google Chrome;
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Apple Safari.

Motion Detection Alarm via E-Mail, upload alarm snapshot to FTP
Privacy Block Set privacy area manually
User Accounts Three levels user role

Other Features Firewall Supports IP Filtering
Storage SD card, FTP and local storage
Reset Reset button is available
Power Supply DC 12V /1.0A

Power .
Power Consumption 4.5 Watts (Max.)

) ) 112.5mm * 112.5mm * 88mm /
Dimension (L * W * H) , . .
. 4.4in * 4.4in * 3.5in

Physical -
Net Weight 700g/1.51b
Operatin

perating -30°C ~60°C (-22°F ~ 140°F)

Temperature

Environment Operating Humidity 20% ~ 85% non-condensing
Storage Temperature -10°C ~ 70°C (14°F ~ 158°F)
Storage Humidity 0% ~ 90% non-condensing

Certification

CE, FCC, RoHS, IC

6.4 CE& FCC

Electromagnetic Compatibility (EMC)
FCC Statement

C

This device compiles with FCC Rules Part 15 of the FCC Rules. Operation is subject to the following two

conditions.

B This device may not cause harmful interference, and

B This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the installation
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is like to cause harmful interference, in which case the user will be required to correct the interference at
his own expense.

FCC Caution
Any changes or modification not expressly approved by the party responsible for compliance could void the
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user's authority to operate this equipment.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm (7.9in) between the radiator&
your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

CE Mark Warning

C€

This is a Class A product. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.

6.5 WARRANTY

FOSCAM values your business and always attempts to provide you the very best of service.

No limited hardware warranty is provided by FOSCAM unless your FOSCAM product ("product") was
purchased from an authorized distributor or authorized reseller. Distributors may sell products to resellers who
then sell products to end users. No warranty service is provided unless the product is returned to an authorized
return center in the region where the product was first shipped by FOSCAM or to the point-of-purchase, which
may have regional specific warranty implications.

If you purchase your FOSCAM product from online store, please contact the point-of-purchase and ask
for return / replacement / repair service.

Limited Hardware Warranty

FOSCAM products are warranted to be free from manufacturing defects in materials and workmanship starting
from the shipping date of FOSCAM.
This limited hardware warranty does not cover:

Software, including the software added to the products through our factory-integration system, software
that included in the CD,etc.

Usage that is not in accordance with product instructions.

Failure to follow the product instructions.

Abuse firmware upgrade without the authorized technician's guidance.

Normal wear and tear.

Return Procedures

Please read FOSCAM warranty policy & policy of your reseller first before sending items back to
point-of-purchase.

Customer must first contact point-of-purchase to obtain a Return Merchandise Authorization (RMA)
number before returning the product. If the product you received is suspected to be defective and the
product warranty has not expired, The RMA number will allow your reseller to track your return much
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easier and help them expedite processing your request.

After receiving your RMA case number, pack the item(s) very well with the original box and all the original
accessories included such as power adapters, brackets, cables, manuals, and driver CD disks.

Write your RMA number and the return reason (the problem of the product) on the warranty card along
with the complete package to send them back.

Replacement Services

If customers ask for replacement service, please contact point-of-purchase and follow their policy.
Our technicians will inspect all items returned for replacement requests. If the retuned product is found in
working order, we will return the same item received. However customers shall be responsible for all
shipping & handling charges incurred for getting the units back to customers.

If returned products are found defective, we will replace the product and assume the shipping cost for
sending back the replacement unit to customers.

If for any reason, we are unable to provide a replacement of the original returned item(s). You will have a
choice for a "Substitute" item at the same equal value.

We do not provide exchange and replacement due to normal hardware upgrade according the market
after 14 days after the product is delivered.

Our technicians will test the product before send out the replacement, any other demand for more than
two times replacement for the same product during replacement limit will be rejected.

Replaced products are warranted from the balance of the former warranty period.

Warranty Forfeiture

® Warranty is void if purchase from unauthorized distributor or reseller.

® Warranty is void if trade-mark, serial tags, product stickers have been removed, altered or
tampered with.

® \Warranty is void for mishandling, improper use, or defacing the product.

® Abuse firmware upgrade without the authorized technician's guidance.

® \Warranty is void for physical damage, altered, either internally or externally, improper or inadequate
packaging when returned for RMA purposes.

® \Warranty is void if damage has resulted from accident, dismantle, abuse, or service or modification by
someone other than the appointed vendor, souse, fission or the spare part has been over the period of
warranty.

® \Warranty is void if product is damaged due to improper working environment or operation. (For example,
improper temperature, humidity, unusual physical or electrical stress or interference, failure or fluctuation
of electrical power, static electricity, using wrong power adapter, etc.)

® \Warranty is void if damaged by the use of parts not manufactured or sold by FOSCAM.

® Damage caused by improper installation of third-party products.

® \Warranty is void if damaged for irresistible cause, such as earthquake, fire, lightning, flood, etc.

® Product beyond limited warranty.

Shipping Fee

® |[f products are defective or damaged under normal use or operation in the replacement limit, distributors
or resellers are responsible for the shipping cost the product back to customers, customers should
assume the shipping cost send the product to the point-of-purchase.

® During replacement limit, if customers ask for replacement due to the product does not fit for customer's

personal expectation, customers should responsible for both shipping fee.
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® Customers shall be responsible for both shipping fee if their product beyond the replacement limit but still
in warranty limit.

Repair Service Out Of Warranty

® FOSCAM provide extra repair service for product that out of warranty, it is chargeable. The total fee
contains device cost and service fee. Device cost (including accessories) is the standard uniform price
provide by FOSCAM.

® Different region may have different service fee, please contact the point-of-purchase to confirm that before

you ask for this service.
® Our technicians will quote the total price after detect the product, If customers refused to repair after the
quotation, customers need pay for the test fee, $3.5 / hour. If agree with the quotation, test will be free.
® Repaired product out of warranty will obtains 3-month warranty from the date of the product back to
customers.

Limitation of Liability
® FOSCAM is not responsible for other extra warranty or commitment promised by resellers, if your reseller

promised some extra commitment or warranty; please ask for written documents to protect your rights and
interests.

® FOSCAM does not offer refunds under any circumstances. Please contact the point-of-purchase and
follow their refund / return policy.

® FOSCAM shall not be liable under any circumstances for any consequential, incidental, special or
exemplary damages arising out of or in any connection with this agreement or the products, including but
not limited to lost profits, or any claim based on indemnity or contribution, or the failure of any limited or
exclusive remedy to achieve its essential purpose or otherwise. Purchaser's exclusive remedy, as against
FOSCAM, shall be the repair or replacement of defective parts. If FOSCAM lists a product on its website
specification in error or that is no longer available for any reason, FOSCAM reserves the right to explain it
without incurring any liability.

All rights reserved. FOSCAM and the FOSCAM logo are trademarks of ShenZhen FOSCAM

Intelligent Technology Limited., registered in the U.S. and other countries.

6.6 Statement

You are advised to be cautious in daily life, keep personal account information carefully, do not share personal
account easily. Change passwords of your account and equipment periodically, and upgrade equipment
firmware to strengthen security consciousness.

Our company makes no warranty, implied or otherwise, that this product is suitable for any particular purpose
or use. You need to abide by the relevant laws and regulations of the use restrictions when using Foscam
cameras. Our company takes no responsibility of illegal activities by using our products.

Our company takes no responsibility of the loss by force majeure, such as failure or faults of telecom system or
the Internet network, computer viruses, malicious attacks of hackers, information damage or loss, and faults of

computer system.

Foscam company does not need to take any responsibility of the special, incidental or corresponding loss by
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the products of our company or any software provide by our company, including but not limited to operating
loss, profit or purpose. The company only takes the responsibility applicable to national and local legal
requirements.

Our company takes no responsibility of the loss caused by the following at ant time:

1) loss of purchases;

2) loss of intangible property damage, such as data, programs;

3) loss of compensation claimed by third-party customers.

Delete images, format the memory card or other data storage devices does not completely remove the original
image data. You can restore deleted files from discarded the storage device by commercial software, but which
will potentially lead to personal image data used maliciously by others. The privacy of the data security belongs
to user responsibility, the company takes no responsibility.

Parts mentioned in this statement should not be understood by the configuration description of the product
purchased by the customer, the product configuration must accord to the specific models purchased by the
customer.

Without the prior written permission of Foscam company, all the contents of relevant operating instructions
manual affiliated to the product must not be reproduced, transmitted, transcribed or stored in a retrieval system,

or translated into other languages.

Our company will reserve the right to improve and modify the product and corresponding manuals. The
company reserves the right of final interpretation on our products.
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7 Obtaining Technical Support

While we hope your experience with the IP camera network camera is enjoyable and easy to use, you may
experience some issues or have questions that this User's Guide has not answered.

If you have problem with FOSCAM I[P camera, please first contact FOSCAM reseller for solving the problems.
If our reseller cannot provide service, please contact our service department:

tech@foscam.com

CEFC &
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